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i. Confidential Information

All material contained in this document is confidential information. The confidential information
may not be disclosed to third parties other than employees and authorized contractors on behalf of
and/or CyberSource.

ii. CyberSource Contact Information

For general information about our company, products and services, go to
http://www.cybersource.com
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1. Introduction to Secure Acceptance Web/Mobile

1.1. WhatlIsIt?

Secure Acceptance Web/Mobile enables you to quickly and easily accept card payments
online, without handling payment data. Secure Acceptance Web/Mobile is a CyberSource
hosted payment interface. Customers are directed to enter their payment details for
payment processing and secure storage. After completing the transaction, CyberSource
redirects customers back to your site with details of the payment transaction and a success,
review or failure code. Optionally, CyberSource sends a direct response back to your site for
verification.

Once a transaction has been processed it can be reviewed in the
CyberSource Enterprise Business Centre. This is our central web
management portal for reporting and follow on transaction processing.

Secure Acceptance is fully hosted by CyberSource therefore the customer payment data is
not handled directly by the merchant. This will significantly help in decreasing the Payment
Card Industry Data Security Standard (PCI-DSS) scope that you will face when processing
Card-Not-Present type transactions.

Please visit https://www.pcisecuritystandards.org/security standards/pci dss.shtml for

more information regarding PCI-DSS regulations.

Should you have any further enquiries or have specific questions around PCI-DSS
compliancy, then please email VPSSAIS@VISA.COM who will be able to advise.
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1.2.

1.3.

Secure Acceptance Web/Mobile Features

Security Compliance — a hosted service, meaning it is faster and easier to achieve
PCI-DSS certification

Reduced Risk — no handling or storage of sensitive customer account data

Low Maintenance — leave compliance and order page maintenance to CyberSource
Speed — faster and easier than implementing in-house order pages

Customisation — customize basic visual elements and messaging for customers
Virtually Transparent — customers move seamlessly from web store to
CyberSource’s Secure Acceptance pages & back to web store confirmation page
Language Support — checkout pages and email receipts can be translated into your
customer’s native language (37 languages and dialects as of July 2013)

Mobile Acceptance — single integration supporting many channels of payment

Easy Transaction Management — CyberSource Business Centre is used to review
and manage all transactions from any computer with Internet access

How It Works

o_.. SECURE a > CyberSource a > 3
| ({D} ACCEPTANGE 0

-
-
« _o E S | —e
“”SL“E“;EETE%? ON é CYBERSOURCE 3R PARTY
IMOBILE DEVICE SYSTEMS PROCESSOR

Y

o

o

& |

COMPLETE ORDER
CONFIRMATION

Step 1

Your web store directs customers who are ready to check out to Secure Acceptance: a
CyberSource hosted PCI-compliant order form. The customer enters their own payment
details on these pages, outside of your system.

You can use the CyberSource default layout to get started, or customize the payments steps,
basic content and look of Secure Acceptance.
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Step 2
The customer clicks 'Submit' on the hosted Secure Acceptance payment page to confirm
their purchase.

Step 3
CyberSource sends a request for approval to the appropriate payment network in real time.

Once the payment is processed CyberSource will receive the response information from the
payment network. We will store the response data and initiate a response via Secure
Acceptance.

You can also use Secure Acceptance to create and update payment tokens and Recurring
Billing subscriptions, with or without a payment request.

Step 4

The response information is sent back to you through the device’s browser, and directly to
your ecommerce infrastructure (see steps 14 and 15 of the step-by-step configuration guide
for details on how to set this up). This data can be used to display an appropriate message to
the customer, whether the transaction was approved or not.

Alternatively, you can use the default CyberSource hosted response page to display the
result of the transaction.

Conclusion

When an order is processed it can be viewed in the Business Centre. If you have specified a
‘Sale’, the transaction will immediately be submitted for settlement. If you have specified
‘Authorization’, you will need to submit a separate request for settlement, for example
when the goods are shipped.

________________________________________________________________________________________________________________________________________|
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2. Prerequisite Implementation Requirements

2.1. Technical Requirements

You must be able to create web pages that will gather customer and order information
(excluding card data) for payment and fraud screening services. This data needs to be
included in requests to Secure Acceptance, and you must be able to process the response
information to fulfill the customer’s order.

Your site must meet the following requirements:

e Shopping-cart or custom order creation software

e Product pages in one of the supported scripting languages (see next section)

e The IT infrastructure used for Secure Acceptance must be PKI enabled to use SSL
based Form POST submissions.

e IT infrastructure used for Secure Acceptance must be able to digitally sign customer
data prior to submission to Secure Acceptance Web/Mobile

2.2. Web Developers

To implement Secure Acceptance Web/Mobile, you should be competent in one of the
following supported programming languages and have a basic understanding of HTML:

* Ruby
o PHP
e Perl
e JSP
e VB

e ASP.NET (C#)

Please note that the above languages are supported by CyberSource. Support through the CyberSource Professional Services
team may be available for other languages.

2.3. Use ofiframes

CyberSource recommends that if you implement our services within an iframe, please do
so with the following PCI DSS Best Practices™ in mind:

e iframes should be developed securely to ensure that unauthorized code is not
executed inside of the iFrame.

e iframes should not expose internal network address ranges.

¢ iframes should be configured to prevent clickjacking (this occurs when a user is
tricked into performing unsecure actions by clicking on hidden links within a browser).

* PCI DSS E-commerce Guidelines — Information Supplement — January 2013

Private & Confidential CyberSource
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3. Registering Test Accounts

To utilize the CyberSource payment gateway services, all merchants are required to obtain
and activate a CyberSource test Merchant ID for integration and testing, or enable an
existing Merchant ID.

Please contact CyberSource Sales or Support who will be able to provide further guidance on
how to obtain a test account. If necessary your account will be configured with the
appropriate payment methods, currencies, and payment processor(s). Additionally if desired
CyberSource will enable your test account for our value added services such as Tokenization,
Recurring Billing and Decision Manager.

For more information on any of the above services, please contact your Sales Account
representative.

Private & Confidential CyberSource
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4. Implementation of Secure Acceptance

4.1. Step-by-Step Configuration

Before being able to deploy and send transactions via Secure Acceptance, the solution needs to be
configured to your requirements. Use Step-By-Step Configuration Guide below:

1. Login to the Enterprise Business
Centre (EBC)

®
CyberSource
a. Open a web browser and ™
navigate to LOGIN
https://ebctest.cybersource. rucBusiessieentar
Test Busi Cent . .
com # Test Dusiness Center Business Center Login
b. Enter your Cybersource Note: Your Merchant ID CyberSource Merchant ID  karun_test
Merchant ID * may have been
pre-populated. The User User Name  karun_test
c. Enter your Username * Name required is the same
E p d* one that you have always Pazsword esssssse
nter your Passwor used to enter the Business
Click Login b d Center. For most users.
€. ick Login button and accept your Merchant ID and User Foraot 42 Click h
i . . . Orgot your password ¢ ICK here.
the notification of being in AEIDERIDETIR T youre
the TEST environment

* Provided by registering a CyberSource test
account

________________________________________________________________________________________________________________________________________|
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H £ H ”
2. Click “Tools & Settings” on the CyberSource’
left-hand menu followed by ey
“Profiles” under the “Secure Home )
. Support Cent CyberSource Business (
Acceptance” heading pRomCEntEr
Virtual Terminal > Welcome
Decision Manager » Welcome to the CyberSource Business C
can find enhanced versions of CyberSou
Recurring Billing N user manzgement, and new application:
Payment Tokenization > First visit te === De=fm--- Somamp?
Tools & Settings v | —=i==r 1 ClickHere 7

account infa lanag

Hosted Order Page
To find out how to create a complex pas

20 see the online help.
Security
Thank you.
Secure Acceptance CyberSource
Profiles *_ 2. Click Here
Batch Transactions
Message Center
Templates
Upload Processing Alerts
Mo Messages
Detail Report
Batch Upload Search Products B Services Notifications
o Messages
Stored Value
Transaction Search >
Reports >

Account Management >

3. Click “Create New Profile” Button

Secure Acceptance Profiles

Manage Profiles

Profiles contain customized settings that you can apply to & particular group of customers. Create, Delete, Edit or Copy muttiple profiles.

Create New Profile

________________________________________________________________________________________________________________________________________|
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4. Complete the form as per the

screenshot. Mandatory fields

are denoted by a red asterisks. Create Profie

Click the “Create” button once Profile Information
Hame and describe your HPA profile below and indicate how you infend to integrate payment acceptance on your websie via eher Web/Mobie, Sient Order
completed. Postor both

Name*  Payment Page Name
Frotie o PAY0001

escrption  This is my first Secure Acceptance Web/Mobile profile

Please note the following:

degration Methodis) @ WebMlobie Sient Order Post
Name: max. 20 characters . o .

Company Name  Acme Corporation

Profile ID: 7 characters exactly. It

Contact Information

is used in every transaction.

Name ContactName
emai  contact@mailcatch.com

Description: max. 255 characters ohans st [GTTE0TT300

Company Name: max 40 Added Value Services Check this box if you've signed up for fraud
characters Payment Tokanizaten [ SRR i PRI 0 T S LV
Decision Manager ¥ Enable Verbose Duts

Note: please ensure valid contact

information is entered. Create  Cancel
5. When the profile is successfully

created, the settings menu will

be displayed. Click “Payment

Settings". Profile Name (nactive/tditable) Promote to Active

The following settings determine your customer's checkout experience. NOTE: An Active profile is read-only. To edit an Active profile return to the profile list
and select edit

General Settings Notifications
X Frofile name, ID, desaiption, contact information, company name, ,) Merchant and customer notifications received after the check.out

and integrstion methods: Web/Mobile, Silent Crder Fost, or both process is completed

Payment Settings * Customer Response Pages *
Payment types, scoepted cumencies, and suthorization reverssl The response pege to display st the end of the chect-out process
based on the transaction result.

Security * Look and Feel
‘\ A security key is required for all fransadlions, and for a profile to be %« Customization of your chedk-out pages with your ewn company

adtivated branding, indluding logos, colous, and text

Payment Form Localization
The presentstion of the chedi-out sections including the fields that @ View the list of CyberSource supparted lsngusges.

are viewsble, editsble, or required

Private & Confidential CyberSource
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6. By default, no payment types
are selected. In order to accept
a card type, click the “Add/Edit payment Method

” To promote = profile to active, you must select =t least one payment type =nd = currency.
Card Types” button.
Add/Edit Card Types

Add or edit the card types that your marchant account provider has authorized. Click the edit icon to change the CVN Display, CVN
Required, Payer Authentication, and Currencies settings.

CVH CVN

Card Type Currencies

P
Display  Required Authentication

ClickHere  ————  pqa/Edit Card Types

Add/Edit Card Types x

Check or uncheck card type(s) to update your payment methods.

Select the card types you wish Visa

to accept. Ensure that the card [ mastercard

t lect ted [l American Exprezs
ypes you select are supporte F Diccover

by your processor. Click [ Diners Club
“Update” when you have [O carte Blanche
finished. [ ics

D EnRoute

JAL

Maestro (UK Domestic)
Delta

Visa Electron

Dankort

Laser

Carte Bleue

Carta Si

Maestro (International)
GE Money UK card

1 e T o

8. Click the “pencil” edit button to
the right of each card type row.

Add/Edit Card Types

Add or edit the card types that your merchant account provider has authorized. Click the edit icon to change the CVN Display, CVN
Required, Payer Authentication, and Currencies settings.

CVN CVN Payer

Card Type Currencies

Display Required Authentication
visa No Currencies Supported Vs

Private & Confidential CyberSource
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9. Chose the currencies that you
wish this profile to use. You can
select multiple currencies by
holding down the Ctrl button
whilst selecting. Move them

between the boxes by using the Edit Visa Settings "

arrow buttons in the center.
General Settings
Check settings to make them available to users.

CWN Display CWN Required [] Payer Authentication

It is advised you display and Currencies
req u | re Card Verlflcatlon ;{;make a currency available to your merchant provider, select it in the Disabled list, and click the arrow to move it to the Enabled
Number (CVN) to reduce fraud. Disabled
Card Scheme Payer onm i i e reEa Tavan somma scazting ||
Authentication (3DSecure) e il | =
options can also be enabled o rnee e -

FRP - Falkland Islands: Pound
here for further fraud GEL - Georgia: lari 2 s
protection.

Click the “Update” button once
complete.

10. Select these boxes to release a
customer’s reserved funds
(perform an AUthorization Automatic Authorization Reversal
Reversa') in the event Of the AVS Check to perform an sutomatic authorization reverssl on each transaction that:

[ Fails avs check

(Address Verification Service) or B Fails CvN check
CVN checks failing.

Private & Confidential CyberSource
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11. At the Profile Settings Menu,
click the “Security” button.

Click the “Create New Key”
button to generate a Security
Key for your Secure Acceptance
profile.

Give the New Key a name and

Note: Do not change the other
settings.

click the “Generate Key” button.

1. Click Here

x
* Required Fields

Key Name:  SEC_KEY <4—— 2 Entera Key Name

Create New Key

Signature Version®  Yersion 1 hd

Signaturs Methog:  TWAC-SHAZSE - 3. Click Here

Private & Confidential
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12.The “Access Key” and “Secret
Key” are displayed for 30
seconds. Copy both into a safe
location for the time being; both

keys will be required during Create New Key B
. . * Required Fields
implementation of the code (See ¢ ;
Section 4.2 of this document). Key Names SEC_KEY
Signature Version*® Version 1 h
HMAC-SHAZ56 -

Signature Method*

Please copy the access key and secret key below. This window will close in 30
seconds.

Access Key TP7311763046383ca02bdc0ealfScec2

2f8daf4Gadiadeddal T fbad283eci2def

5383fcalTad9iTa2321601eclc3250055

075e502ce48599108504bed2514524fba
e45c842443edalfe2 ] faB0536287 118578
f55afcde63857 ccldeb43dTdd0dBoedesn

4444445958167 f34820b4d465f824asbb

e6f045ea044a15bd7747 fd3255Taaffavy
e547cchS4ec!988b8TaTda

Secret Key

Time Remaining :

[E=]

"\ = Key expires in 80 days

Security Keys

Atleast one security key must be active to activate a Profile. Note: Keys are active for 2 years.

Key Name Access Key Signature Version Signature Method Date Created Date Expires
SEC_KEY 7B7311103046363... | 1 HMAC-SHA256 01/0872013 010872015 Active ]
|t is pOSSIble to view these keys Create New Key Deactivate Activate

again by clicking the key in the
Security Key table.

Private & Confidential CyberSource
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13. At the Profile Settings Menu,

click the “Payment Form”
button. @ Payment Form

(Payment Page Name) Save Cancel

The screenshot showcases the payment Form Flow
default fields to be displayed Multi Step Payment Form

Your customer completes the checkout process over the course of the following steps or pages (when relevant).
in the SeCUre Acceptance Step 1 Billing Information Step 2 Shipping Information Step 3 Payment Information Step 4 Order Review

payment pages and can be

Purchase Information

customized to suit your needs.

) Display the total tax amount in each step of the checkout process.

Should the billing and/or
shipping address be captured

Address Information

Selact to include Billing and/or Shipping information as a step in the check-out process.

at an earlier stage of the order

8illing Information [/ Shipping Informatien

process (e.g. on the

Billing Information

merchant’s website), these ote: When Biling Counlry s UsS.or Ganada the State field is required.
fields can be passed in hidden Fiald Display Gt Reguis rald Disslay £t Raquire
. . First Hame niz State ] ] ]
form fields (See Section 4.4 of Lest tiame wa pastal Cod ora
. . ompan =] M [} ountry niz
this document). This allows oo maress 5 . B B B
Street Address 2 [} Email Address niz
you to shorten the checkout - e
process, by disabling the Billing
and Shopping information
Order Review
steps. Section Display Edit
Billing Information
Shipping Information =]
Click the “Save” button when Paymen information wa
complete.

Save Cancel

Private & Confidential CyberSource
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14. At the Profile Settings Menu,
click the “Notifications” button.

It is recommended that you
implement the Merchant POST
URL to directly receive
notification of each transaction.
You need to programmatically
capture the response sent to the
Merchant POST URL and store
the data within your systems.
This ensures the accuracy of
transactions and lets you know if
the transaction was successfully
processed in the case of a
timeout when communicating to
the customer’s browser.

Please note — For the Merchant
POST URL use port 80, 443 or
8080.

Click the “Save” button when
complete.

® Notifications
J (Payment Page Name)

Merchant Notifications

Select and enter the POST URL and/or email address you want the transaction data sent to.

[0 merchant POST URL

[0 merchant POST Email

Customer Notifications

Email Receipt to Customer

Save Cancel

* Required Fields

Enter the email address that you want to appear as the sender on customer recaipt emails. Remembar customars vill raply vith
questions about their ordars, 5o be certain to use  real email address and check it regularly.

Sender's Email Address
Sender's Name!

i} Send a copy to

Company Logo

2n image can be uploaded to display on notification templates.

Display Motification Logo [V

Upload Company Logo

Image Praview

No Preview Available

Maximum 200px wide by 60px high
to preview image.

Save Cancel

Private & Confidential
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15. At the Profile Settings Menu,
click the “Response Page Views”
button.

By default, the use of
CyberSource’s own response
pages is selected. CyberSource
recommends that you host a
custom page where the
responses are interpreted and
displayed to the customer for
the following Transaction

Decisions:

e Accept
e Decline
e Error

e Cancel

e Fraud Processing

For the “Customer Redirect after
Check-out” section please
supply a fully qualified web
address here e.g.

http://www.cybersource.com/

Click the “Save” button when
complete.

%

Customer Response Pages

(Payment Page Name) Save Cancel

* Required Fisids

Transaction Response Page
Select the mathod for hosting the transaction response page, which is displayed at the end of the chack-out process.

8 Hosted by CyberSource
A response massage is displayed vhen the transaction is declined, cancelled, or if thers is an error (list=d balow).

' Hosted by you (URL)

Selecting this option enables you to manage your ovn response pages.

Transaction Response Message

DECLINE

Message: Your order vas declined. Please verify your information.
Retry Limit

Customers may retry a declined transaction upto 3+ times.
ERROR

Message: An error occurred during payment processing. Please verify your information.

CANCEL

Message: Your order was cancelled.

Customer Redirect after Check-out
Enter the URL of the web page to display after the check-out process is complete.

Web Address™ (URL)

Save Cancel

Private & Confidential
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16. At the Profile Settings Menu,
click the “Appearance and
Branding” button.

By default, CyberSource has pre-
configured the “Header” and
“Body” of the Secure
Acceptance payment pages.

You can change the colors of all
sections, along with the
alignment and display of your
company logo in the Header and
Footer section.

To ensure correct rendering on
mobile devices, a full width
header logo can be no larger
than 840px by 60px.

Click the “Save” button when
complete.

Look and Feel
» (Payment Page Name) Set to Default Save Cancel

Look and feel changes ars optional, a5 CybarSource has provided a genersl design that should work for most.

Header Content
There =re two options for the header image, a large image that will span the full langth of the header section or a smaller logo/image

that can be sligned to the |aft, centsr or right. A full length image must be 840px vide by 60px high. A small im=g= or loge cannct be
greater than 60px high. Allowed image formats are gif, jpg and png.

Display Header

Header Color (Mex) = 003C63 o [l
Image Preview
@ Left-aligned ER
Upload Header Image - bl
7 Centered
' Right-aligned |

Maximum 200px vide by 60px high
to preview image.

Main Body

Background Coler (Hex)

F5F5F5  or

Text Style Avrial -

4p5357 o [

*

Text Color (Hex)

Footer Content

There =re two options for the footer image, = large image that vill span the full length of the header section or a smaller logo/image
that can be sligned to the left, center or right. A full length image must be 840px vide by 60px high. A small image or logo cannot be
greater than 60px high. Allowed image formats are gif, Jpg and png.

Display Footer )

Set to Default Save Cancel

Private & Confidential
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17. At the Profile Settings Menu,
click the “Localization” button.
Localization
(Payment Page Name) Return to Profile home
This showcases the languages
supported through Secure Supported Languages
Acceptance Web/Moblle The CyberSource paymeant form supports these languages.
Arabic ar-XN
Chinese - Hong Kong, traditional characters zh-HK
The Locale parameter can be Chiman - Haene. acitional araciae o
. . . hinese - Mainland China, simplified characters zh-
used within your website code e
to a"ow Secure Acceptance to Z:\Er:se - Taivan, traditional characters ::-":I':.’
display the screens and Duzh te
English - Australia en-AU
customer email receipts in the En iy =nea
English - Great Britain en-GB
language and localization of English - Iraland =l
English - New Zealand en-NZ.
your ChOOSing. English - United States of America en-US
Franch fr-FR
French - Canada fr-ca
German de-DE
e.g. Indonesian id-1D
Ttalian it-IT
Japaness ja-1p
<input type="hidden" Korean ko-kR
name="locale" value="en— Mzlaysizn - Bahasa ms-MY
Philippines - Tagaleg t-PH
us"> Polish pl-PL
Portuguess - Brazil pt-BR
Russian ru-RU
Click the “Return to Profile Slovakian shosk
Spanish es-ES
home" button. Spanish - Argentina es-AR
Spanish - Chile es-CL
Spanish - Columbia es-CO
Spanish - Latin America es-XL
Spanish - Mexico es-MX
Spanish - Paru es-PE
Spanish - United States of America es-US
Thai th-TH
Turkish tr-TR
Vietnamese wi-VN

Private & Confidential CyberSource
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18. At the Profile Settings Menu,
once all settings have been
configured to your
requirements, click the
“Promote to Active” button. and select 2ot

General Settings

Payment Settings *

Security *

[~ 5

activated

Payment Page Name (nactiverditabie)

Profile name, D, descripticn, contsct information, company name,
and integration methods: Webrhobile, Silent Order Post, or both

Payment types, scoepted cumencies, and sutharization reverss|

Payment Form
The presentaticn of the chedi-cut sections including the fields that

L)

The following settings determine your customer's checkout experience. NOTE: An Active profile is read-only. To edit an Active profile return to the profile list

Netifications

Merchant and customer notificstions received sfier the chedk-out
process is completed

Response Page Views *

The respanse page to display st the end of the chect-out process
based on the transaction result

brending, including logos, colour, and text

Localization
View the list of CyberSource supported |angusges.

The profile can be deactivated. If
you deactivate the profile it will
make the Secure Acceptance
Web/Mobile forms unavailable
on your website.

A Profile can be made editable.
The original profile is still
available on your website while
you edit a copy. When you are
finished editing you can
“promote to active”. This will
overwrite the original. In this
way you can seamlessly update
your website with no downtime.

o
K]
Look and Feel
A security key is required for all ransactions, and for s profile to be Q.( Customizstion of your ched-out pages with your awn company

o P, are viewable, editable, or required.

<All Profiles

Payment Page Name (active) Deactivate Create Editable Version

The following seftings determine your customer's checkout experience. NOTE: An Active profile is read-only. To edit an Active profile return to the profile list
and select edit.

Secure Acceptance Profiles

Manage Profiles

Profiles contain customized settings that you can apply to a particular group of customers. Create, Delete, Edit or Copy multiple profies,

Active Profiles

Name Profile d Description Integration Method
Acme Web Mobile Test001 Acme Web Mobile Secure Acceptance profile | Web/Mobile P [}
Payment Page Name PAYD001 This is my first Secure Acceptance Web/Mo... | Web/Mobile P O

Deactivate Edit Copy

Inactive Profiles

Name Profile Id Description Integration Method
Acme Supplies. test02 Acme Supplies - Secure Acceptance Sient ... | Silent Order Post LS 0O
Payment Page Name (edit PAY0001 This is my first Secure Acceptance Web/Mo... | Web/Mobile S 0
Promote to Active Delete Copy

Create New Profile

4.2. Development of Secure Acceptance

Secure Acceptance Web/Mobile can be implemented very quickly by using and modifying
the sample scripts provided by CyberSource (section 2.2 above). If you are migrating from
our legacy Hosted Order Page or Silent Order Post, it is recommended you implement the

sample code first to gain an understanding of how it works.
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Each example is provided with the following files:

- Security script

- Payment form

- Payment confirmation page
- Receipt page

4.2.1. Modifying the Security Script
The security script needs to be modified to include the Secret Key generated at point 12 of
Section 4.1 of this document. In the PHP example, this will look something like:

define ('SECRET KEY', '

2fodafd9a8ladeB84alf7fbad263ec824ef5383fcal37a49f7a2321601ec0c32
50095075e502¢ce485991b8904bed2614524fbaed9c942443edalfe21fa8963
6287£18578f55afc4e63857¢cc9de643d7dd0d8c4e60d44d445959167£34820

b4ddec6cf624acbbe6cf045ea944al5bd7747£d32557aaf£977e947ccb94ecl 96
8b6787da") ;

4.2.2. Modifying the Payment Form
The payment form represents the payment information section of an e-Commerce site. In
the sample code for Secure Acceptance some fields are shown that you may wish to hide
from the view of a customer and pass through in the POST message.

In the PHP example, the minimum that needs to be changed are the Access Key and Profile
ID (as generated/created in Section 4.1 of this document):

<input type="hidden" name="access key" value="
Tb7311fb3b46363cal2bdclOealfbcec2">

<input type="hidden" name="profile id" value="PAY0001">

4.2.3. Modifying the Payment Confirmation Page

The payment confirmation page represents the review of the payment, and the order
information prior to proceeding with making a payment. In the sample code for Secure
Acceptance all fields and data are shown prior to the POST message being made to
CyberSource.

In the PHP example, the minimum that needs to be changed is the POST form URL for either
TEST or PRODUCTION:

TEST
<form
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4.3.

action="https://testsecureacceptance.cybersource.com/pay"
method="post"/>

PRODUCTION
<form action="https://secureacceptance.cybersource.com/pay”
method="post” />

CyberSource Decision Manager Device Fingerprinting

To successfully implement Device Fingerprinting, an invisible 1-pixel image file and two
scripts need to be placed in the <body> tag your checkout page (the page prior to directing
the customer to Secure Acceptance) at the top of the main body. This ensures a 3-5 second
window in which the code segments can complete the data collection necessary to create a
fingerprint for the device making the order.

Below are the code segments for implementing Device Fingerprinting:

PNG Image

<p style="background:url(https://h.online-metrix.net/fp/clear.png?org_id=<org ID>&amp;session_id=<merchant
id><session ID>&amp;m=1)"></p> <img src="https://h.online-metrix.net/fp/clear.png?org_id=<org
ID>&amp;session_ id=<merchant id><session ID>&amp;m=2" alt="">

Flash Code

<object type="application/x-shockwave-flash" data="https://h.online-metrix.net/fp/ fp.swf?org_id=<org
ID>&amp;session_id=<merchant id><session ID>" width="1" height="1" id="thm_fp"> <param name="movie"
value="https://h.online-metrix.net/fp/fp.swf?org_id=<org ID>&amp;session_id=<merchant id><session ID>" />
<div></div> </object>

JavaScript Code
<script src="https://h.online-metrix.net/fp/check.js?org_id=<org ID>&amp;session_ id=<merchant id><session
ID>" type="text/javascript"> </script>

The following attributes need to be placed within the italic bold sections of the above code
segments:

e Domain:
o Testing — Use h.online-metrix.net, which is the DNS name of the fingerprint
server as shown in the sample HTML tags above.
o Production — Change the domain name to a local URL, and configure your
Web server to redirect the URL to h.online-metrix.net
e <orglD>:
Test Ord ID: 1snn5n9w
Live Ord ID: k8vif92e

e <merchant ID>: Merchants unique CyberSource merchant ID

e < session ID>: The session ID is a string variable (letters and numbers only) that must
be unique for each merchant ID. Merchants can use any string that they are already
generating, such as an order number or Web session ID. However, do not use the
same uppercase and lowercase letters to indicate different session IDs.

________________________________________________________________________________________________________________________________________|
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4.4. Mandatory & Optional Fields

Below is a full list of Mandatory and Optional fields required for payments processing and fraud screening with
CyberSource/Professional Services. This list of fields can be found in the Secure Acceptance Web/Mobile User’s Guide (Section:
API Fields).

Field Name Description Required Data Legacy HOP/SOP Field Name
or Type
Optional | (Length)

i i L i

amount Total amount for the order. Must be greater than or equal to zero. If line item R String (15) | amount
quantity and prices are provided, this must equal the total amount of each line item
multiplied by the line item quantity

locale Indicates the language to use for customer-facing content R String (5) n/a

e — =

reference_number Unique merchant-generated order reference or tracking number for each transaction R String (60) orderNumber

signed_date_time The date and time that the signature was generated. Must be in UTC Date & Time R String (20) | n/a
format. This field is used to check for duplicate transaction attempts.

_________________________________________________________________________________________________________________________________________________________________________________________________________________________________|
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transaction_type The type of transaction: String (60) | orderPage_transactionType

- authorization
- sale
- authorization, create_payment_token

unsigned_field_names | Acomma-separated list of request fields thatare not signed. | R | Variable
bill_to_address_country Country code for the billing address (ISO Country Codes) (0} String (2) billTo_country
bill_to_address_line2 Second line of the billing address 0 String (60) | billTo_street2
bill_to_address_state State or province in the billing address (ISO State & Province Code) (0} String (2) billTo_state
bill_to_email Customer’s email address, including the full domain name (0} String (255) | billTo_email
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bill_to_phone Customer’s phone number (0} String (15) | billTo_phoneNumber
card_cvn Card verification number (0} String (4) card_cvNumber

card_number Card number String (20) card_accountNumber

complete_route Concatenation of individual travel legs in the format for example: (0} String(255) | decisionManager_travelData_completeRoute

SFO-JFK:JFK-LHR:LHR-CDG.

For a complete list of airport codes, see IATA’s City Code Directory.

_________________________________________________________________________________________________________________________________________________________________________________________________________________________________|
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customer_cookies_accepted Indicates whether the customer’s browser accepts cookies. This field can contain one String(5) billTo_httpBrowserCookiesAccepted
of the following values:

- true: customer’s browser accepts cookies.
- false: customer’s browser does not accept cookies

Customer’s IP address reported by your web server via socket information. — String (15) | billTo_ipAddress

decisionManager_travelData_departureDateTime

DateTime(2
5)

departure_time Departure data and time of the first leg of the trip. Use one of the following formats:

- yyyy-MM-dd HH:mm z
- yyyy-MM-dd hh:mm a z
- yyyy-MM-dd hh:mma z
HH = 24-hour format

hh = 12-hour format

a =am or pm (case insensitive)

z = time zone of the departing flight, for example: If the airline is based in city A, but
the flight departs from city B, z is the time zone of city B at the time of departure.

_________________________________________________________________________________________________________________________________________________________________________________________________________________________________|
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String (5) orderPage_ignoreAVS

Ignore the results of AVS verification. Possible values:

ignore_avs

- true
- false

Important

To prevent data tampering, CyberSource recommends signing this field.

_________________________________________________________________________________________________________________________________________________________________________________________________________________________________|
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item_#_code Type of product. If it is supplied, the item code must be one of the following values: (0] item_#_productCode

default
- adult_content

- coupon

electronic_good

electronic_software

gift_certificate
- service

subscription

handling_only
service

shipping_and_handling
- shipping_only
subscription

# is the range of 0-49

item_#_name Name of the item. # can range from 0-49 (0} String (255) = item_#_productName
item_#_quantity Quantity of line items. # can range from 0-49 (0] String (10) item_#_quantity
item_#_sku Identification code for the product. # can range from 0-49 (0} String (255) | item_#_productSKU
item_#_tax_amount Tax amount to apply to the line item. # can range from 1- 49. This value cannot be (0] String (15) item_#_taxAmount

negative. The tax amount and the offer amount must be in the same currency.
item_#_unit_price Price of the line item. # can range from 0-49 (0} String (15) = item_#_unitPrice

journey_leg#_dest Airport code for the origin of the leg of the trip designated by the pound (#) symbol in (0] String(3) decisionManager_travelData_leglList (destination)
the field name. A maximum of 30 legs can be included in the request. This code is
usually three digits long, for example: SFO = San Francisco. Do not use the colon (:) or
the hyphen (-). For a complete list of airport codes, see IATA’s City Code Directory.

journey_leg# orig Airport code for the origin of the leg of the trip designated by the pound (#) symbol in (0} String(3) decisionManager_travelData_leg#_orig
the field name. A maximum of 30 legs can be included in the request. This code is
usually three digits long, for example: SFO = San Francisco. Do not use the colon (:) or
the hyphen (-). For a complete list of airport codes, see IATA’s City Code Directory.

_________________________________________________________________________________________________________________________________________________________________________________________________________________________________|
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journey_type Type of travel, such as: one way or round trip. (0} String(32) decisionManager_travelData_journeyType

merchant_defined_data# Fields that you can use to store your business information. N.B. It must not be used (0} String(100) | merchantDefinedData#
for personally identifying information.

merchant_secure_datad Optional field that you can use to store information. CyberSource encrypts the data String n/a
before storing it in the database. (2000)

payment_method Method of payment: card — String (30) | paymentOption

payment_token_comments Optional comments you have for the customer subscription. — String (255) _
Payment amount for each installment or recurring subscription payment. — String (15) recurringSubscriptioninfo_amount
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recurring_start_date First payment date for an installment or recurring subscription payment. Date must (0} String (8) recurringSubscriptioninfo_startDate
use the format YYYYMMDD. If a date in the past is supplied the start date will default
to the day after the date was entered.

returns_accepted Indicates whether product returns are accepted. This field can contain one of the (0} String (5)
following values:

- true

- false

ship_to_address_country Country code for the shipping address (ISO Country Codes) String (2) shipTo_country

ship_to_address_line2 Second line of shipping address String(60) shipTo_street2

ship_to_address_state State or province of shipping address (ISO State & Province Code) (0} String (2) shipTo_state

ship_to_forename First name of the person receiving shipment (0} String (60) | shipTo_firstName

ship_to_surname Last name of the person receiving the shipment (0} String (60) | shipTo_lastName
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skip_decision_manager

Indicates whether to skip Decision Manager when creating a subscription. This field
can contain one of the following values:

- true
- false

|
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5. Testing

5.1. How to Test Secure Acceptance

It is recommended to test the implementation of the Secure Acceptance extensively; here
are the details that can be used for testing:

Y/
°

R/
0’0

0/
0.0

0/
0.0

@,
0’0

R/
0.0

0/
0.0

@,
0’0

0/
0.0

R/
0’0

R/
0.0

Card Type — 001

Credit Card Number —4111111111111111
Expiration Date — anything beyond the current month/year
First Name — noreal

Last Name — name

Street 1 — 1295 Charleston Road

City — Mountain View

State - CA

Postal Code — 94043

Country — US

Email — null@cybersource.com

CyberSource recommends that all facets of the implementation be tested including any

additional CyberSource services such as:

Payer Authentication — (3D Secure, Verified by Visa, Mastercard SecureCode, AMEX
SafeKey)

Decision Manager — CyberSource’s Fraud Tool

Tokenization — The ability to store card data on your systems securely

Recurring Billing — The ability to schedule recurring and/or installment payments

6. Go-Live Procedure

6.1. How to Request a Go-Live

When you are ready to implement Secure Acceptance in your live environment, you will

need to request Go-Live through CyberSource Support.

Please note that Go-Live requests take three working days to action once all relevant

banking information has been received, and no Go-Live will take place on Fridays.

It is recommended that you submit all banking information and integration services required

to CyberSource at least one month in advance of Go-Live.
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6.2. Testingin Production

CyberSource recommends testing the implementation of Secure Acceptance in the
production environment prior to fully releasing it to the general public.

In order to do this, the merchant will be required to use a real valid card with the associated
billing details to the card. The merchant will then be able to verify the implementation and
reverse the charge or refund through the CyberSource Enterprise Business Centre.

No dummy or test data can be used to perform tests in production

7. Additional Information and Documentation

CyberSource Business Center Test - https://ebctest.cybersource.com
Live — https://ebc.cybersource.com

CyberSource Account Registration http://www.cybersource.com/register

CyberSource Support https://support.cybersource.com
Center/Knowledgebase

Secure Acceptance Web/Mobile Secure Acceptance WM.pdf
User’s Guide

Secure Acceptance — Test Harness https://emea-ps-hosted.cybshosting.com/SATestHarness/
Enterprise Business Centre EBC Overview.pdf

Overview

Business Centre Tutorial Business Centre Tutorial.html

PCI DSS 2.0 eCommerce Guidelines PCI DSS 2.0 eCommerce Guidelines
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